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WEB, SERVER AND CLOUD

ASP.NET Core .NET 6 .NET 7 .NET 8 Angular Blazor React JavaScript

	TX Text Control .NET Server Popular32.0 SP2 Integrate document processing into your applications to create documents such as PDFs and MS Word documents, including client-side document editing, viewing, and electronic signatures.


    
Getting started with:

	ASP.NET Core
	Angular
	Blazor
	JavaScript
	React


	Download Trial
	Trial Access Token











DESKTOP

Windows Forms .NET 6 .NET 7 .NET 8 .NET Framework

	TX Text Control .NET for WinForms 32.0 SP2 Document processing and editing for Windows Forms applications.
	TX Text Control Express 32.0 SP2 Free for private and non-commercial use.
	TX Spell .NET Powerful spell checking and language tools for Windows Forms based applications.


WPF .NET 6 .NET 7 .NET 8 .NET Framework

	TX Text Control .NET for WPF 32.0 SP2 Document processing and editing for WPF applications.
	TX Spell .NET Powerful spell checking and language tools for WPF based applications.


ActiveX VB6

	TX Text Control ActiveX 32.0 Document processing for COM-based applications built in Visual Basic 6.





HOSTED CLOUD

Cloud Web API

	ReportingCloud "Pay-per-document", hosted document creation Web API.


LOW CODE PLATFORM

Angular React JavaScript

	DS Server 3.2.0 Low-Code backend for web applications to bring document processing and editing to any app on any platform.



























Core Technologies







Our libraries - built around our core technologies - help developers add deep functionality document processing to web, mobile, cloud and desktop applications.

  +1 704-544-7445  (United States)


  +1 855-533-8398  (United States, toll free)



Contact Us or Schedule Meeting






	 Reporting Combine powerful reporting and an easy-to-use MS Word compatible word processor
	 Editing Cross-browser, cross-platform document editor to edit MS Word compatible documents.
	 PDF Processing Create and process PDF document workflows into business applications.





	 Signatures Electronic signature workflows for your applications.
	 Viewing Share documents with form fields and collaboration features.
	 Workflow Automate collaboration processes and speed up the complete document workflow.























Text Control Documentation







The documentation provides an overview of the complete product range, including getting started tutorials, technical articles and reference guides.

  +1 704-544-7445  (United States)


  +1 855-533-8398  (United States, toll free)



New Ticket






ASP.NET

	TX Text Control .NET Server
	TX Spell .NET


Windows Forms

	TX Text Control .NET
	TX Spell .NET





WPF

	TX Text Control .NET
	TX Spell .NET


ActiveX

	TX Text Control ActiveX





Angular

	Angular Package for TX Text Control























Text Control Blog







The Text Control Blog is the central information channel for all products, developed by Text Control. We post news updates, product information, sample applications, technical articles, tutorials and conference reports several times per week. Subscribe to the feed today.

  +1 704-544-7445  (United States)


  +1 855-533-8398  (United States, toll free)



Read Blog




Where to see Text Control: Conferences in 2024 March 5, 2024

Working with Content Controls in MS Wordâ€¦ March 4, 2024

TX Text Control React Packages Released February 29, 2024

Using the TX Text Control Document Viewer in aâ€¦ February 29, 2024




	Corporate
	ASP.NET Core
	Tutorial
	Release
	HTML5
	ReportingCloud
	Conference
	WPF
	Reporting
	.NET
	ASP.NET
	Windows Forms
	DS Server
	Service Pack
	Angular
	Sample



















Text Control Support







The Text Control Support section offers links to all technical resources related to Text Control, including documentation, getting started guides, FAQs and links to interesting blog articles.

  +1 704-544-7445  (United States)


  +1 855-533-8398  (United States, toll free)
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About Text Control







Text Control is an award-winning Visual Studio Industry Partner and leading vendor of word processing and reporting components for Windows, web and mobile development technologies.

  +1 704-544-7445  (United States)


  +1 855-533-8398  (United States, toll free)
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Sign PDF Documents with an X.509 Certificate on a Hardware Device



Next Previous










Sign PDF Documents with an X.509 Certificate on a Hardware Device

 by Bjoern Meyer|  June 5, 2023 | ASP.NET ASP.NET Core Digital Signature X509








 


Summary

TX Text Control can be used to retrieve certificates from a hardware device (such as the Windows certificate store, smart cards and PIV cards, USB tokens). This article shows how to use an X.509 certificate stored on a Windows machine in the Windows certificate store.













TX Text Control can digitally sign Adobe PDF and PDF/A documents with X.509 certificates. An X.509 certificate is a digital certificate that implements the widely accepted X.509 Public Key Infrastructure (PKI) standard that verifies that a specific public key belongs to a user, computer, or service identity contained in the certificate. The certificate can be assigned in the SaveSettings  â•° TX Text Control .NET Server for ASP.NET


 â•° TXTextControl Namespace


 â•° SaveSettings Class

The SaveSettings class provides properties for advanced settings and information during save operations. class when the document is saved.

Document Signing Methods

There are two approaches to signing PDF documents with TX Text Control:

	Sign the whole document with a digital certificate
	Sign individual signature fields with a digital certificate(s)


In both approaches, signatures can be created with PFX, DER Cer, or Base64 CER certificate files, loaded from raw data, or selected from the local certificate store.

Windows Certificate Store

The following method opens a dialog box that allows the user to select the desired certificate from the local Windows certificate store. The selected certificate is returned and can be used to sign the document or the signature fields in a PDF document.

The X509Certificate2UI class provides a user interface for selecting and viewing X.509 certificates. The following code uses the SelectFromCollection method to open a certificate selection dialog. All registered certificates, including smart cards, are listed in the dialog.











 This file contains bidirectional Unicode text that may be interpreted or compiled differently than what appears below. To review, open the file in an editor that reveals hidden Unicode characters. Learn more about bidirectional Unicode characters
Show hidden characters






		static X509Certificate2 RetrieveCertificate() {
		
		// get and open certificate store for current user
		X509Store store = new X509Store(StoreLocation.CurrentUser);
		store.Open(OpenFlags.ReadOnly | OpenFlags.OpenExistingOnly);
		
		// retrieve the certificate using the integrated Windows UI
		X509Certificate2Collection selectedCertificates =
		X509Certificate2UI.SelectFromCollection(
		store.Certificates,
		"Choose your certificate",
		"Please select a certificate that is used to sign the PDF.",
		X509SelectionFlag.SingleSelection);
		
		// return the first selected certificate with a private key
		foreach (var certificate in selectedCertificates) {
		if (certificate.HasPrivateKey)
		return certificate;
		}
		
		return null;
		}












view raw test.cs hosted with â�¤ by GitHub







Signing the PDF

The CreateEncryptedPDF method takes the selected certificate and a document in the internal TX Text Control format and creates a PDF document signed with the given certificate.











 This file contains bidirectional Unicode text that may be interpreted or compiled differently than what appears below. To review, open the file in an editor that reveals hidden Unicode characters. Learn more about bidirectional Unicode characters
Show hidden characters






		public byte[] CreateEncryptedPDF(byte[] document, X509Certificate2 certificate) {
		byte[] bPDF;
		
		using (TXTextControl.ServerTextControl tx = new TXTextControl.ServerTextControl()) {
		tx.Create();
		tx.Load(document, TXTextControl.BinaryStreamType.InternalUnicodeFormat);
		
		// apply the first selected certificate
		TXTextControl.SaveSettings saveSettings = new TXTextControl.SaveSettings() {
		DigitalSignature = new TXTextControl.DigitalSignature(certificate, null)
		};
		
		// save the document as PDF
		tx.Save(out bPDF, TXTextControl.BinaryStreamType.AdobePDFA, saveSettings);
		}
		
		return bPDF;
		}












view raw test.cs hosted with â�¤ by GitHub







The following code shows how to call this method with the certificate returned from the certificate store.











 This file contains bidirectional Unicode text that may be interpreted or compiled differently than what appears below. To review, open the file in an editor that reveals hidden Unicode characters. Learn more about bidirectional Unicode characters
Show hidden characters






		CreateEncryptedPDF(document, RetrieveCertificate());












view raw test.cs hosted with â�¤ by GitHub







The dialog box for selecting the certificate from the local Windows certificate store is shown in the following screenshot.






ASP.NET

The first true WYSIWYG, HTML5-based Web editor and reporting template designer. Give your users an MS Word compatible editor to create powerful reporting templates anywhere - in any browser on any device. Our ASP.NET components combine the power of a reporting tool and an easy-to-use WYSIWYG word processor - fully programmable and embeddable in your ASP.NET application.

See ASP.NET products
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ASP.NET

Working with Content Controls in MS Word Documents using TX Text Control in C#

by Bjoern Meyer|  March 4, 2024

This article shows how to work with content controls in MS Word documents using TX Text Control in C#. Content controls are used to create structured documents and forms. This article shows how to import and process content controls in MS Word documents using TX Text Control.



 ASP.NET Core Content Controls MS Word




ASP.NET

Merging Templates with MailMerge with Different Merge Field Settings in C#

by Bjoern Meyer|  December 16, 2023

This article shows how to merge templates with different merge field settings using the MailMerge class. The various settings allow for the removal of unused fields or the possibility to make changes to fields after the merge process.



 ASP.NET Core Document Editor MailMerge




ASP.NET

How to Manipulate the Document using the WebSocketHandler

by Bjoern Meyer|  November 22, 2023

The WebSocketHandler acts as a proxy between the client-side JavaScript and the TCP synchronization service. However, the WebSocketHandler can be used directly on the server side to do document manipulation.



 ASP.NET Core WebSocketHandler




ASP.NET

Signature Soft Pad Customization

by Bjoern Meyer|  November 20, 2023

The signature soft pad is designed to capture signatures from users to electronically sign documents. This article explains how you can customize the CSS and some of the other options.
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Text Control is an award-winning vendor of document processing and reporting components for Windows, web, cloud and mobile development technologies.

We â™¥ documents.
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